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1. Introduction to the Internet
¢ Basic Understanding of the Internet
o How the Internet Works
¢ Common Uses of the Internet (Searching, Entertainment, and Communication)

2. Identifying Safe and Unsafe Websites
o Recognizing Safe Websites with Parental Supervision

e Understanding Safe Website Domains like .edu, .gov, and How to Avoid Unsafe or
Suspicious Sites

o How to Avoid Unsafe or Suspicious Sites

3. Introduction to Search CSines
o How to Safely Search for Information Using Child-Friendly Search CSines

o Avoiding unsafe links and identifying reliable sources of information.

4. Personal Information Security
¢ Understanding personal information (name, age, address, etc.)
o Why Personal Infromation should not be shared online
o Recognizing the importance of privacy and avoiding oversharing (Especially on social
media and online platforms)
5. Stranger Danger Online
« Avoiding communication with strangers in online games, social media, or chatrooms

o Importance of reporting suspicious activities or messages to parents or teachers.

6. Digital Etiquette
e Basic online behavior rules
« Use kind and respectful language.
¢ Avoiding Mean Comments
¢ Avoid sarcasm or bullying.
o Respecting Others in Online Spaces

o Think before posting or commenting

7. Screen Time Management
o Understanding the importance of balanced screen time for health and learning

o Creating healthy screen time habits with parental guidance.

8. Parental Supervision and Controls
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o Importance of always informing parents about internet usage.

o How parental control tools help ensure safe browsing and content filtering.

9. Recognizing Ads and Pop-Ups
o Understanding What Online Advertisements Are
¢ Avoiding Suspicious Pop-Ups
e Recognizing and Not Clicking on Unknown or Unsolicited Ads, Pop-Ups, or Download
Links
10. Indian Government Platforms for Digital Safety

e i4c (Indian Cyber Crime Coordination Centre): Learning about cyber crime awareness
and online safety initiatives by the government.

o Cybercrime Reporting Portal: How to report cyber crimes and stay informed about
digital safety measures.

o CEIR (Central Equipment Identity Register): A tool to track and block lost or stolen
mobile devices.

o Sancharsathi: A government platform for protecting telecom services, managing SIM
cards, and preventing misuse.
11. Safety While Using YouTube
o Activating YouTube’s restricted mode for safe content viewing.
o Avoiding interaction with strangers through comments or live chats

o Reporting inappropriate content or ads to parents or teachers for review.

12. Online Gaming Safety
o Choosing age-appropriate games and avoiding in-game purchases.
e Being cautious of interactions with strangers in multiplayer games.

e Reporting bullying or inappropriate behavior within games.

13. Digital Classroom Etiquette and Safety
« Following respectful behavior in online classrooms.
¢ Protecting class meeting links and passwords.

« Identifying phishing emails or fake messages related to schoolwork

14. Remote Class Safety
o Keeping your camera and microphone off when not necessary
o Avoiding sharing personal details during online classes.

o Importance of parental supervision during remote learning sessions.
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